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U= Y fafames 8k faer Tiftevur (@diey RITd & Sidiid WHRT Alsd
STl & fore feforea gRam uumd) TRl 2024

3ATY-1- Tidra e iz uRY, ST xT 3R vHsar
1. Hfer ofide ok Ry

1.1. 39 WRART &1 UxE Ay fAfFame sk fae™ uiftierur (@it R & sidiid IWeR! Aied
Hratad & fore fefoed qRam uuTd) W=l 2024 H-1 S|

1.2. 39 WY B R JRaM AR fSforea qrem warat wR smerla faedt o o feznfadsr &y, <
T H A 81 a1 ForesT urer A1 st Y, faaféa oik wraffad fasar s g1

2. G%W:
TS AT I R AT, S T & RITY & 3idiid faftrd nfafafeat & dareq & fore fafga
P T FERT PR GTP 3faFid WiHw el Iied) & Alsd HrEfadl gRI TUTY ¥ Jafta
TfAfaeRT ST Hare R & U WeRY §RT UaH fbt U f$fied Wiewhm! &1 Iudi a3 & GRH
HUTIT WaR! & FA1d B, MU Sidhe) b YR PR R A fefrea qram wursit & iafed
HRA P fore gyan usfadl, Admes ugal Sik mufiie &1l & Uhighd Bl 8l | 39 IR &1 350
Toliep_T, THUINY W1l RaATd 3R Fer/ g S faftre TRl R Aed sraiadl gRI Tadiey 3
Teifdra fafta fafafial &1 vee wvd gu fefoed JRem & forg ae Rifid e iR TAdiey ¥
Ssifia fafie fafafiat &1 uree exd gu fSfored gRen & 9 3 ARl & o $Xeb TAUIey RIMd &
3icifd feforea qRen SRedwal & W id & 9gIdT o1 g

3. UONgdT:
g IR, TIUITY RITTG & 3faFid 30 ST & (o8 g MR Iod RBRT (FTF Sarid W At
Ifga) & Ared FEfadl W AL MHA/MEITY 3R Cert-In GRT SRt WI3aR JR&MT 3R 30 Faifda

feranfeel 4 oSt g3 & @R el ot e Q@ v iR gR1 S0 Bded & Fde & gu Hdpd
3R & & T IH®! <l B <A ! Bl gl

AT 1I- TTHCT RITTE & Sfeiid IRBRY AISd Hratadl gRT SUTg o1+ arelt fforea Jram
LRI
4. SR BT ITANT HIA P IR JR&T I
TIOE & Tae H WBRT & 3rifd b 3R Ig Wi FHor ufied % / I0 WBRI § Aisd
PR (BT & $R AR 3R Hew@yul ¢ Hifd a5 MG UshHrur I SR™ Fia
3ifYeTdT-HHaTREl & FeTg/aareRur 3Rt & Wfigd g db Wl I§dT 31 isd e gRI
HreRT vumelt & U HR/YHST &I Ofd § T&| T & g, Fed Hrafadl & A1RT Yo $1
SUANT FHR 8 3T HAR-AdHR AN TSl UM $i T8 ¢l ITIad & 3aTd], TTHTH R0 &
3fdid THRY JuTTelt &1 START HRd 99, Fyfeiad fSfrea QRem wutet &1 srura- far S
2-
4.1, Gefdd wrafaa/ReRY fqunt § fafts uerwy ara sHaal/ifieal o srset (R 3R )
o1 3fde @RT IR H B T A1RY)
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4.2.

4.3.

44.

4.5.

4.6.

4.7.

4.38.

4.9.

4.10.

4.11.

4.12.

4.13.

TH "ANT §h/3MeRa" HT AT o I8 R fosar o1 9 & A1emu gR1 Ued Al ssal &
B ARG ITANT TE) fhar S @1 ¥ Sod A goysifieE § g oIt & TY-gry 3
3T/ /B iiat &1 9 Ay frar S S yomelt &1 IuaiT &1 & g die seal 3R
URIaS UgH fhU 71U § SR S Al SiEet & aifde & 81 arel uRadi o i g foar Sy amy
& Ued it gl & wremw § Wy yumeh # I9ita/miied aFeal @ et 89
3iRrepTiea /e iRal/m i @t g1t S Aea & v Uft | omse eidfed &t 718 B

SUGNTHAT3T o) W/GHRI B TSR B G: U B A1 TG B P oY 3R1qa R o
T ITANT el BT T1feT, SH Urgas & SHeR], g1d & 3fids, 3REH & b, YR &
3Ry, U faaRur snfe =mfed s

THATRY FIe AR 3MT0P HER H IIRY BT UdT o 3R 38 ge H avfl Aeg o Iodl 8, 5id
3T TR TR D1 3 IGd 5| SIEae/3Udle &1 T 4 sl &l Jfehd T I Th
P & I BrRArd 3R THarRy & Je fhar S

HeRU YuMe &1 ITANT Aied dE@d & Uidepd sifteial grR fear S =gy, arfe
uraS /i faRor eife sHfiied Hitfa) & ry gre = fbu o b:

ST T G THBR], RIGH SR ral & M wied Gt ey, sficg iR el &
qul MU 3R SRSl ST @M ST AR

JUINTHAT 3 GoR 3MZal 3R URIae & JR&T & oy foifeR i 3R I8 o Afaddl & a1y
urgae/fSfTed Sl re gl Bl A8y,

IR I8 § U IR TS dcol ST I1eT a1 5d fooddt bl Urgas uar o &1 Heg 8 17 81
o forddt e YD BT TaTear g3 81 3R UITel H Ry Aiad et 2nfid gen g, a9 uids
Sedl ST IR T | T1Y &, Uras MU=ty [ SH A1 3R 3= ol Wi U =8t fovar S =nfeu|

A ha R, 3l JoR St 3R UNITS BT ITTNT 3R JR&M & 3faal, fSfred are/3ndd
& ATHH Y SMYR-ATLTRT gHTofTHR07 o fareht o sifafvaa QRen Iura &1 IuanT off sraa siftiga
fad GRT {1 ST 3R JRe &1 foTieR! wad 34T it &1 gift

frepT/veargRu 3rRYy el Farget/dw faaru/ZRuA A= § uRad gfed g+ faxia sk iR-
fa<ita THe & TauFgde Suferd / Farid STl

el B FsTfed FHRA SR SrgAIfed & & fog oM it &1 Wemy ol HeRma I
T g, I WSRu yomrent § wiftra ymofiezor ufsar afgd Ruffia ufssar o1 ures &= siaxae g |

ASd Hrag U8 S A & ford Fafiyd sideror % Iabdr 3 f wnfdresor grT g e fefrea
REAT TUTSA BT SHERTT: YT favam ST 6T § 31T -1l |

gyt faxfia/ MR -faxiia det &) Ja1 AT & A1end A IS JrayTl sd- & §1¢ ol IATad
foraT ST AR SR SHTSTAT SIRIY UUE & WY A= TgRId aedldell & TISRT Yore §, Srgt
ft AL g, S1Har U ¥ sudrs foar S angu|

TAdiTd ¥ el dae/Afafafta o Jarfta wvd aua f$foea gran sur ok amaur
Ted e, Ferl gigd Wemu yomedt # TR aFea & e I ave | forieR 81 deqaR,
TUTEY & O JHIRAT g Uelieu, Y@Rama SR Fam et Auer & rE 9t dHe daa
SHGTAT & G TRE ¥ TP o1 & a1e g1 Janfdd fobe S|
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5.1 ST BT ATAGIET & IRH

5.1.1. TXATdel 1 fEfreehierur 3R 32 WURT yuneht H 3(Ueiis Hd IHg, el gRT UM by mu
SHGTAT TSROl B SR YERIP Hasd! [Javul & IR THBRI B JgD MABIRG aY
TITAG ("3idel) 3R HHIART P a7 TR H IuAS TR &b 1Y AT fHaT S|

5.1.2. TI3MRY Yol # TRd/3 A ¥ Uga TR Fraer-t/SHIoH & W1Y-11 SUdNTdhd! gRT YRy
JoTTel! H TAYTTE ¥ Wi fafafial/aned ot fam fasdt o o Sumiid dxa 993 WieRy ot
% IRUMER =M &7 urer faan S|

5.2. AfHGET I@R@a nfafaftar

5.2.1. f3fTediierrur iR Wemu yumeh & Sruats Hrd THa, A, fierar Mwd, S 919 gikadd, ud
7 uRadq, Aersd deR # uRada, diuw 8k faw & faw fawe, S @mar faavor gfed feat +ft
RIY TR T & TR U THUT TSl & 1Y S Ao & aTe SIerar 3 e SRy
¥ AR fSfred vz G 3R gaTufiesRon & Tr 39 TIferd iR SrgAifed fasar smeem|

5.2.2. SA/ARTd RIS & fore fadifad SR TTad TRl & HIl/foxiia THd ue 9 ¢ |
5.3. fA®T 3R weamgRvI/gmET

5.3.1. TRT YoIelt W FHoHr/mameRe sfRiy fAufed #rd I99, sified/edar gRT YeaH & T8
THHR! &1 TEd aedas AR HHAR! & dT 3ifHeRg o Iuas SHERT & a1y Janud fear
SITQ |

5.3.2. WIART Yot & TRga/gHe I ugd fSfoed ymmfiertr G snyR yamofitewon & gqfd
HTYTT/TATUA & 1Y -1 SHTGTAT3N/GIdGR! & b /dargRul/arar SRl &I fom faredt fdae
& TS B THT TWHRY umTedt I FASM 71 Urer BT ghm|

6. SUIUM:

6.1. TISMRT JUMCH T STANT H & Ty Fgwaiig THIUNARUT (2UHY) AR HRAT- 2FA & HIeOH ¥ URIaS
& W JR& B T SHfARad IR Siet St §, o AR R SUANHAS] gRT TSGR & Th
fgcia® TR &1 UaH &A1 811 8, SN fob 31h AT d fSargy W Uil T B | 39 gfawm &1 fomr
foreht famram & A e ST ST fohaT off Fehdl 5 |

6.2. Faftid TqRem 3Ude W ¢ : TCIARRY WieaR 3R WRRAG & Haflid U § suse farar S
LY | ST ST, HHSINE] BT gIXd B 3R JOmTeht H IHRA TRl § 724 & forg FHafia sse
TIRTS &, IUTY HTIRTH 3USe YA fhu o1 wea B

6.3. Sfihsl & Iewod J FATe R ANIeR ; 3ihsT Icaom ot RUIfET 3R ¢ 9 o34 & forg Wy
Ui ldl R fobT S =g dfds ITds UHTd T GRE T3 Bl gAdH fobdl o Gab |

6.4. TR& ufRnernr: Fafra ufkieor o= | QRefm Jatad Tuef &) geg B § Hee fHerd 8 3R I8 gfdd
forar ST § fob FHART IURA Wi & Ui Td@ G|

6.5. UG P TREUN 3R VT 3Mba : Sd BTl Bl GR&T FHASIRG B! iohd T J UgdM BT
3R IB W B & for Fafid &0 T TS &1 U101 a1 Vel H1 b HRA1 R
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3¢ATT 11- 9=y fa=nfarder

7. A= feRmied

7.1. TAUIGY UG & dld Aed Srafadl & &1l & e sidie qrgar QRam i & fAsiid 3R
Hrff-ad B

7.1.1. T TS TISaR TR Y faafrd w3 st i ariat oIk femmfae=i & ary wRfad 8l

7.1.2. f&forea e YA A & forg Ty § deftrd Tiea st ot Wy yfyersi oR et
Y g Ueb SHTHRIG gl T BTl

7.1.3. IURA WIZR TR| 3R FHNNI DI R I & g A &1 To-gwg R gften sk 38 srya=
[ERISIEH

7.2. Acad MR AT R
7.2.1. JRIEA Aegd g 3R SifTH A ®iftd w=AT

7.2.2. TTRATS, GHUS BT Ual T 3R AU TMTet, 3R JRET LI 3R gde HAstdie (SIEM) Rier o
Hod TR USROS BT

7.2.3. GuTfad Vel &1 fafed B 3R 3= g R & [l Aead SUSHU, SN 3R Jarsii & fafia
VT 3MThe 3R 3P TS BT URI&UT HRAT|

7.2.4. 3R, [ag 3R wrRaTd o I+t Aead ged! & QR BIBIRIA AT ST

7.3. ARFTH/ITANT fAiEor

7.3.1. 3fidwel 3R YU & ARG STIRT & A & 1T SR o= P Tt § Fafra &=l
7.3.2. ASIgd UGS i 3R §g-HRE YHTUGRU T &l ] 63T

7.3.3. AqY faRwIeR o Rigid & YR W S ORISR U™ &l

7.3.4. frafia U § Teiten BT 3R AT T fARWRIERT &) gl

7.4. JRET ANREEHAT 3R URRI&0T

7.4.1. HHAMRAT & forg Fafid ASeR JRe1 TIRedhdl HRIHH ST HRAT|

7.4.2. WAGTRIT G BT JUTA 3R D! RET & forw qarad wrsil iR HHamRal &1 uiiférd &
7.4.3. ORI SR QraTfores SR gHa! o AT IR okl & aR & STl ®f Riférd &
7.5. feuifdT v Tgam

7.5.1. JR&f Tt gerell 1 i R e & forg o wiIfid &A1

7.5.2. R B GhaT STHERT 3R Jarad guTaf B e o34 & forg rger JRem & forw SR s
Felpd TR & Ty eI BT
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8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

8.7.

8.8.

9.

SATY-1V- FATTH TATE
g & sierfa yer 3 ¢ @ifH-omdSt ¥ g urwed ydeE
SFAIFA Iuan T foreht ot arfda & fore v oSt W= §, S FgeR a1 WICWIA a1 eaie o
fEaTST &1 ITNT IR & | 37 9h-31 A WH1fad fdadl & foe Teaa sidg! &1 e oY aiifded
SR, SfdTd 3 el a1 3Ffgd a-e o1 fAwreH, fadiia Jeam anfe Tvifad ufoma & wnfira
g1 R 3R AMAR W IYAIT fohT I ard Uiae ¥ gaufdal ot Hfen f$agy s smamt 9
TgTA 3R I G0 U =) B e e ofrelt 8 | foreft urrae Y Qe 3iR vefid avd o 6
TaraH g FafRad &,
3MTER T I =LAaH 10 &R} aTe Th Aoigd UNiae a1, ford sfer, T 3R 9ot qnfie g |

Tt TaS (O, S, HUELR, 3M1E) B &R diF HeH H HH U HH Th IR &l ol d1fgy|
R UGS $T GH: ST 7 R |

TS &I SR, Aegd, A a1s, a1 el 3 ®IF W, wigT SFfigd e 3= |ie 9ahd § a1
BT IUTNT R Uhd §, U6 =0 a] 34T oIl dley |

UGS &l YAgRie BRI AT oY 3R 9 fohdt & a1 e = fhar S|

319 O HING UAH AN-3 GTd & oY GHRTT SAT- 3T UIds &1 SUANT B | TG 39D gRI
I BI o dTell Bl e gb 8l ordl & df, Th T 31 Wil & 7T T &) Uy &1 Iy
P b PRUI B3 SIRIA! b oI ST 81 8 |

wigT 1 Tl e gRT "UrIa are 7@ Ayt & Habd a1 WiIdT B, 981 3% SUTNT ! gHI SIDR
Ey

& ¢ {5, HASIR UaS &1 U FUaIR g g ;

o W Ugas H 10 ¥ HH &R 8Id 5

o U UHTS fhdt Tegiar (3 T faeshh & uram S a1a Big W Yed 81T B
/ I / ey Ut 311G & ATH, HEeR Bt Wearae R AW, HHS, T13e, HUFi, TR
3R Igedw |

o S 3R 3T I BRI S Tl 3R B FeR |

o Wmmﬁe-«faﬁ 123456, aaaaaa, qwerty, asdfg, zxcvb 3 |

g’ﬁﬁﬁ?ﬂ?:

A el gR1 $e FaR P R pe Fatan vt Fraffed €
9.1.1. 3MYBINGD TIR & [T Had THR gRI UST S5 Ud! BT ITANT B3 (W nic SHA) |
9.1.2. e Tarmus fosdt it anfiees eR & fore safadird sHd & SUANT &l Ufdsfdd & & fag

3fa a0 arp R Td §
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9.1.3. gmﬁﬁn@ﬁﬁ@aﬁwmmwmaﬂﬁm@a&%ﬂﬂémm
|

9.14. Tipd TFBRI sHA & 1 I AU T8l o1 o ey foddt sreiare Rufa &, wam miderRT
B SIHIGA o AR

9.1.5. WA ATs-Ts H-GRM GRI UGG SHA Wl BT YA HA I &3 |

9.1.6. SAW Wl & oIy UrgaS o1 3iTe)-Jg T 7eY g =nfeu|

9.1.7. 3O S QI g & oI T @idl I AT 313 B |

9.1.8. SUANTHdl ®I sHA | U foidh W fadd dx1 & SoTd TSR # IT URL T12Y H=1 91|

9.1.9. farddt +ft Tfewe 3-0d1/ S0A & 3icTie &I 7 WK/ BRAS /A Jdd & |

10. HHEI F IUANT:

P YR R R & ITANT & e oo Tatad yuTd Fafafad & -

10.1 3P TS gRT ITANT & oY STHT UCTARRY WIHCdTR BT YA Hdb HECH ! qray/ad
¥ Rferd foran S =g

102 GAYT B b smusT SR Red, Tferdem SR TEl-arRy itedR 9fgd diteadR U
3fad g IR 3T Hugex # $ffel 3ude a1 gl

103 T R Yag=Nd STHGRI & Y HER B! Gl 7 BlS |

104  3FRIGd Ugd Bl AP & [ FRIRT B8 ¥ Ugd §HRN U SR B AlP B | SUARTEH!
Ctrl + alt +del* TITHR 3R "3 HHR B! AlP B TT "fISI T + L AR HIR P! b IR
qHaT B

105 UNdS-YRIST ThI- Yar T&H B dlich SRTEd Ble U Hex o R 3|

106 30 HHR T W TR & GRIF YU 8 | HAdR Tshfid Juas! gred, aest 816 318d 3R
WIEH & A  +ff e 8 Thar 7

10.7 $HR W AMA A F U IR-HaRITIH TTeT ARG RI &7 IuaiT o iR fe-ufafea &
JUANT & foly qITUS fARWIFRAGRI T IUFN A 9 & |

108 3Hids! &1 Igd AU T ST H¥ 3R TSR ! R Fa & e tfpmE &1 IughT o3|

11. ge3Ac IS :
gevAc IR IS HRd Y &1 ¢ 90 $§ Farad yumd fRafifed & -

11.1. Tt fiie R fode Hd THT O1 SIS Hd THY gHY IaY g | Ifc I8 fodt Wt sRur 3
YR a1 Gy §, O 39 R fates 7 B3|
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11.2.

11.3.

11.4.

11.6.

11.8.

11.9.

11.10.

11.11.

11.12.

11.13.

11.14.

3 T HaRITYS/fAUT §RT 3THd BTedl/AMTedtR & SHedl fbl 3= T 9 fardi! 1t g
D! BIEa/ATE AR SR3FAIS 7 De|

T I STITR T ITANT B o 31U i34 gRT 3Afd & 71 |
IR & forT gHRM 3ruse fhu U 99 STSTR &1 STIRT & |

. Eexe 9 IS Tt off Suevu iR i o SRt WEta/Ane 7 #1 |

e A WhH R TSR &ol a3 & 916 U e fG@s <l 81, S 3MTUsh! "Irds geol fadmen
BT I B b o7 Hedl g, dl STIIR H Jobfad 39 fdhed &1 ITANT ol fbdT ST Mgy | @Il
THSR], O Tds a1 ST HTs BRI B a8 SISeR H WIRId - &Y, [aR% 7 F 37 HrgeRt
TR Sl 3 ITARTH AT GRT SUANT & @Y S 8|

. SISoR UsH aR # HTTPS fug <& "https" H "s" &1 31 JRen ¥ §, et ordf § & aswmse

TN UfhH b FIIa #R 6T |1 I8 Jid &34 & e fob g Trge JRfda § a1 -7,
3T STITR &b IR T 8 T & USAID AP &b WY "https:" DI S B

Ud® ANTAHISC & d1E FT3oR I 3P gfdgr™ ! fie™ &t 3ed S|

RHR B DIz 1 FifHpd THGRT B ot T3S JdT8f (Google $T12d, SR, iCloud 3MTTS) TR
TR gl fohdT ST afeT iR THT - ¥ 31U Sel-aliebs & RIGR 8l e 6|

TR A, 37 J131f BT ITANT HRA T §9 o fOIlT M B THBRI S 8idl §, 91d db b srafay
Pl & fdeg P folu I8 3Mawgs T 81

T3S B JHY, $S -3 Tl e & fadbed & a1y f3ams ¢ gohd &1 T Tdhal 81 Iobd § 9IR
G B W TWIZATR BT JART 8l YoheT ¢ 137k, T U1I-3U F [aH I8 3R I R [Faed w3
CEl

STIOR H U3 s fqeed o a1 34T S dTie T 3iR Ife 31a=ad gl al gi-ial U 4 faye-ia
Hrgel & fore srgufa §f et anfgul

&M ¢ f $exe R Fled dicl gaidar 81 Suasy it ¢ | "Thl" ThIIaR 3ffc & SRR AdaR
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Practices for Government Nodal Offices under NPS Architecture) Advisory, 2024
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GLOSSARY

Act Pension Fund Regulatory and Development
Authority Act 2013

CAB Central Autonomous Body

CRA Central Recordkeeping Agency

CG Central Government

DDO Drawing & Disbursing Office (DDO)

DTA Directorate of Treasuries and Accounts

DTO District Treasury Office

NPS National Pension System

PrAO Principle Accounts Office

PAO Pay and Accounts Office

PFRDA/ Authority | Pension Fund Regulatory and Development
Authority

PRAN Permanent Retirement Account Number

SAB State Autonomous Body

SG State Government
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY DIGITAL SAFETY
PRACTICES FOR GOVERNMENT NODAL OFFICES UNDER NPS ARCHITECTURE)
ADVISORY, 2024

CHAPTER-I- SHORT TITLE AND COMMENCEMENT, OBJECTIVE AND APPLICABILITY
1. Short title and commencement:

1.1. These advisories may be called the Pension Fund Regulatory and Development
Authority (Digital Safety Practices for Government Nodal Offices Under NPS
Architecture) Advisory, 2024.

1.2. This advisory is to be construed and acted upon, together with any other guidelines on
cyber security and digital safe practices, as may be applicable in the organization or
which it is obliged to follow.

2. Objective:

To establish a comprehensive strategy that integrates optimal methodologies, instructional
initiatives, and pre-emptive actions to address possible hazards, safeguard confidential data,
and encourage ethical digital safety practices while accessing the digital platforms provided
by CRA to conduct the activities related to NPS by the nodal offices of Central/State
Government (including autonomous bodies under it) identified for conducting various
activities under the architecture of NPS. This advisory aim to encourage fostering a culture of
digital safety awareness under NPS architecture by equipping people with the knowledge to
keep the digital safe by establishing norms for digital safety and following the best practices
while performing various activities related to NPS by the nodal offices at various levels such
as registration, NPS account maintenance and during exit/withdrawals.

3. Applicability:

This advisory shall apply to the nodal offices of Central and State Governments (including
autonomous bodies under it) for their functions under the architecture of the NPS. This
advisory is in addition to the Cybersecurity and other related guidelines issued by
MHA /MEITY and Cert-In and in no way reduces the liability of the officer for any omission
or commission in the discharge of their duties.

CHAPTER II- DIGITAL SAFETY PRACTICES TO BE FOLLOWED BY GOVT NODAL
OFFICES UNDER NPS ARCHITECTURE

4. Safety Measures while utilising credentials:

The function of nodal office(s) in the Government Sector i.e. Central State Governments
including Central and State Autonomous Bodies in relation to NPS is of paramount
importance and vital as it begins with subscriber registration and continues till the
authorization of exits/withdrawal requests of the subscriber-employees. To enable the Nodal
offices to fulfill such function/role in the CRA system, the Nodal offices have been provided
with separate maker-checker login IDs to access the CRA system. Apart from the above, the
following ‘Digital Safety Practices’” may be followed under the NPS architecture while
accessing the CRA System-
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4.1. Allotment of the IDs (maker and checker) to employees/officials having different
levels of hierarchy (the checker being the senior official) in the concerned
office/ Government Department.

4.2. A “Log Book/record” to ensure that there is no unauthorized access of the Login IDs
given by CRAs. The said Log book/record may specify inter alia the Name of the
official/staff/ personnel who have been provided with the login IDs & passwords for
accessing the system and the record of subsequent changes in the allocation of said
Login IDs. Also, the responsibility for the transactions processed/authorized in the
CRA system through the given Login IDs shall lie with the officials/staff/personnel to
whom such Login IDs have been allocated at the time of these transactions.

4.3. Users should not intentionally use the computers to retrieve or modify the information
of self/others, which may include password information, claims data, contribution
data, withdrawal requests, PRAN details, etc.;

4.4. Antivirus software can help to detect and remove viruses from your computer, but
only if you keep the antivirus software up-to-date. Set firewall and antivirus to scan
actively all the files downloaded /uploaded;

4.5. Access to the CRA system should be done by officials of the Nodal office so authorized
and Passwords/login details etc. are not be shared with unauthorised personnel;

4.6. To maintain absolute confidentiality and integrity of all records, data, and information
including subscriber’s personal information, contribution, and claims data;

4.7. Users are responsible for safeguarding their User Id and Passwords and must not share
passwords/Digital token with other persons;

4.8. To change the password once in four weeks or when you suspect someone knows the
password or when one Nodal officer is transferred and another nodal officer joins
in. Also, the passwords should be kept confidential and are not to be written anywhere.

4.9. Apart from usage and safeguarding the login credentials, i.e. user ID and password
any additional safety measures such as Aadhaar-based authentication through digital
token/OTP is also to be used only by the authorised person and responsibility for
safeguarding shall lie on him/her only.

4.10. To carefully process/verity all financial and non-financial transactions including
the exit/withdrawal request/ change in any KYC/ Bank detail/ ERM transaction.

4.11. The officers assigned with the CRA system credentials to execute and approve
transactions, are required to adhere to the laid process including authentication
process established in CRA system.

4.12. The Nodal office may carry out regular audits to scrutinize whether the digital
safety practices as advised by the Authority are being followed in letter and spirit.

4.13. All financial/non-financial transactions should be processed only after doing
necessary due diligence offline through service records and necessary supporting
documents along with the subscriber request forms must be mandatorily uploaded in
the CRA system, wherever applicable.
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5. Digital Safety Measures and Precaution while processing NPS-related
transactions/activities: The Nodal offices are fully responsible for transactions processed
in the CRA system including withdrawals. Accordingly, all transactions must be processed
only after being fully satisfied with the same during all journey of subscriber, i.e.
registration, maintenance and exit/claim settlement.

5.1. While onboarding subscriber

5.1.1. While digitisation and uploading of documents on the CRA system, the
information as per the Subscriber Registration form and supporting KYC details,
as provided by the subscriber are to be verified with the supporting officially valid
documents (“OVDs”) and the information available in the service records of the
employee.

5.1.2. The step-wise instructions of the CRA system are to be followed by the user
while processing NPS-related activities/transactions in the CRA system without
deviation, along with  proper due diligence/certification  before
submission/approval in the CRA system.

5.2. Subscriber Maintenance Activities

52.1. While digitisation and uploading on the CRA system, any request for
update/change in nomination, subscriber profile, such as name change, change in
address, change in mobile number, choice for PF& Investments, Bank account
detail, including Re-KYC are to be processed and approved along with digital
authentication (such as Aadhaar Authentication) as per the request received from
the subscriber after due verification with the required supporting document as per
norms.

5.2.2. Delayed and incorrect processing for update/change requests may have
legal/financial implications.

5.3. Exit and withdrawals/Claims

5.3.1. While executing the Exit/withdrawal request on the CRA system, the
information provided by the subscriber/claimant is to be verified with the
supporting documents and the information available in the service records of the
employee.

5.3.2. The instructions of the CRA system are to be followed by the user while
processing Exit/withdrawals/Claims requests of the subscriber/claimants
without any deviation, along with proper due diligence/ certification with digital
authentication (such as Aadhaar Authentication) before submission/approval in
the CRA system.

6. Other Measures:

6.1. Implementing two-factor authentication (2FA) for accessing the CRA system. 2FA adds
an extra layer of security beyond passwords, typically requiring users to provide a
secondary piece of information, such as a code sent to their mobile device. This facility
may be implemented and adhered to without deviation.

6.2. Emphasis on Regular Security Updates: The antivirus software and firewalls are to be
updated regularly. Also, regular updates are essential to patch vulnerabilities and
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protect against emerging threats to the system, hence, necessary updates may be
ensured.

6.3. Guidance on Handling Data Breaches: Clear protocols should be established for
reporting and mitigating data breaches to minimize their impact or security incidences.

6.4. Security Training: Regular training sessions can help reinforce security best practices
and ensure that employees remain vigilant against evolving threats.

6.5. Penetration Testing and Vulnerability Assessments: Nodal office to conduct regular
penetration testing or vulnerability assessments to proactively identify and address
security weaknesses.

CHAPTER III- GENERAL DIRECTION
7. General Direction:

7.1. Develop and Implement an internal Cyber Security Policy for the functions of nodal
offices under NPS architecture.

7.1.1. Develop a comprehensive cyber security policy that aligns with national
standards and guidelines.

7.1.2. Establish a governance framework with clear roles and responsibilities of nodal
offices related to NPS to ensure digital safety.

7.1.3. The policy should be reviewed and updated periodically to address emerging
cyber threats and vulnerabilities.

7.2. Network and Infrastructure Security
7.2.1. Establish secure network infrastructure and access controls.

7.2.2. Implement firewalls, intrusion detection and prevention systems, and
continuous monitoring tools such as Security Information and Event Management
(SIEM) system:s.

7.2.3. Conduct regular vulnerability assessments and penetration testing of network
devices, applications, and services to identify and remediate potential
vulnerabilities.

7.2.4. Establish secure configurations of all network components like routers, switches,
and firewalls.

7.3. Access Control

7.3.1. Strictly control access mechanisms to prevent unauthorized access to data and
systems.

7.3.2. Enforce strong password policies and multi-factor authentication mechanisms.
7.3.3. Grant access privileges based on the principle of least privilege.
7.3.4. Regularly review and remove unnecessary access privileges.
7.4. Security Awareness and Training
7.4.1. Conduct regular cyber security awareness programs for employees.

7.4.2. Train employees on best practices for handling and protecting sensitive
information.
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7.5.

7.4.3. Educate employees about common cyber threats such as phishing and social
engineering attacks.

Reporting and Collaboration
7.5.1. Establish mechanisms for reporting security incidents promptly.

7.5.2. Collaborate with other centralised agencies responsible for cyber security to
share threat intelligence and best practices.

CHAPTER-IV- BEST PRACTICES

8. Password Management for login-IDs provided under NPS:

Unauthorized access is a major problem for anyone who uses a computer or devices such as
smartphones or tablets. The possible consequences for victims of these break-ins include the
loss of valuable data such as classified information, personal data or execution of unauthorised
transactions, financial loss, etc. Simple and commonly used passwords enable intruders to
easily gain access and control a computing device. Following are some of the best practices to
consider while setting up and managing a password,

8.1.

8.2.

8.3.

8.4.

8.5.
8.6.

8.7.

8.8.

Create a strong password with a minimum length of ideally 10 characters and
comprising of mix of alphabets, numbers, and characters.

All passwords (e.g., email, computer, etc.) should be changed periodically at least once
every three months.

Don’t reuse old passwords.

Passwords should not be stored in readable form in computers, notebooks, notice
boards, or in any other location where unauthorized persons might discover or use
them.

Treat passwords as sensitive information and do not share it with anyone.

Always use different passwords for every log-in account you have. Using the same
password for more than one account risks multiple exposures if one site you use is
hacked.

Always decline the use of the "Remember Password" feature wherever it is prompted
by the applications.

Remember weak passwords have the following characteristics:
e The password contains less than 10 characters
e The password is a word found in a dictionary (English or foreign)

e The password is a common usage words such as Names of family, pets,
friends, colleagues, Movie / Novel / Comics characters, etc. Computer terms
and names, commands, sites, companies, hardware, and software.

e Birthdays and other personal information such as address and phone
numbers.

e Word or number patterns like 123456, aaaaa, qwerty, asdfg, zxcvb, etc.
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9. Email Communications:

Following are some of the best practices with email communication by the nodal offices:

9.1.1. Use only Government-provided email addresses for official communications
(e.g. nic email).

9.1.2. System administrators may deploy appropriate controls to restrict the use of
personal email addresses for any official communications.

9.1.3. Avoid downloading email attachments or clicking on suspicious links received
in emails from unknown or untrusted sources.

9.1.4. Classified information be not communicated via emails. In case of emergent
requirements to do so, the approval of competent authority should be obtained.

9.1.5. Avoid accessing official email accounts from public Wi-Fi connections.
9.1.6. Auto save of password for email accounts should not be enabled.
9.1.7. Log out from mail accounts after your work is done.

9.1.8. The user should type the complete URL in the browser instead of clicking links
received in an email.

9.1.9. Do not open/forward / reply to any suspicious e-mails/attachment of emails.

10. Computer Usage:

Following are some of the best practices for computer use on a day-to-day basis:

10.1. Computers should be protected from viruses/worms using Antivirus software
permitted for use by your organization.

10.2. Make sure your operating system, application, and software patches including
anti-virus software are up to date; and auto updates are turned on in your computer.

10.3. Don't leave the computer unattended with sensitive information on the screen.

10.4. Always lock your computer before leaving the workplace to prevent

unauthorized access. A user can lock the computer by pressing Ctrl +alt +del” and
choosing ,lock this computer” or “window button+ L”.

10.5. Enable a password-protected screen saver so that the computers that were left
unsecured will be protected.

10.6. Be careful of what you plug into your computer. Malware can spread through
infected USB drives, external hard drives, and even smartphones.

10.7. Use non-administrator account privileges for login to the computer and avoid
accessing administrator privileges for day-to-day usage.

10.8. Treat data very carefully and use encryption to encode information securely.

11. Internet Browsing:

Following are some of the best practices to keep in mind when browsing on the Internet:

11.1. Always be careful when clicking on links or downloading. If it’s unexpected or
suspicious for any reason, don’t click on it.
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12.

11.2. Do not download any type of files/software from any source other than those
allowed by your system administrator/department.

11.3. Use a web browser that has been permitted by your Organization.

11.4. Always use an updated web browser for browsing.

11.5. Do not store/ share any information on any device that is connected to the
Internet.

11.6. The "Save password" option prompted by the browser should not be selected if

a window appears after entering information on the login screen, asking you to do so.
Don’t save account information, such as passwords or credit card information in web
browsers, especially on those PCs which are shared with other users.

11.7. Look for the HTTPS sign in the browser address bar. The “s” in “https” stands
for secure, meaning that the website is employing SSL encryption. Check for an
“https:” with a green padlock icon in your browser address bar to verify that a site is

secure.
11.8. Make a habit of clearing history from the browser after each logout session.
11.9. No classified information of government can be stored on private cloud services

(Google drive, Dropbox, iCloud etc.,) and doing so may expose you for data leakage.

11.10. When on tour, avoid using services that require location information, unless it is
necessary for discharge of office duties.

11.11. While browsing, some pop-ups may appear with option of close button. These
may be fake and may actually try to install spyware when you click on it. Beware of
such pop-ups and avoid clicking on it.

11.12. Popup blocker option should be kept turned ON in the browser and may be
selectively allowed for trusted sites, if required.

11.13. Remember that things on the internet are rarely free. “Free” Screensavers etc.,
often contain malware. So be aware of such online free offers.

11.14. Avoid using public computers and public Wi-Fi connections to access and carry
out any financial or sensitive transactions. Accessing government email on such
computers has a risk of causing information breaches.

11.15. If your job requires you to access certain information systems securely, it is
advisable to use security controls such as MPLS link, VPN over the internet etc., for
such access

CHAPTER-V- RECOVERY AND INDEMNIFICATION

Nodal office may also consider devising NPS related internal policy for the purpose of
indemnification and restitution of loss of the subscriber occurred due to lapse in any cyber
security. In this regard, Nodal offices may take up the matter with concerned
administrative department/Ministry /State Government for establishing suitable policy or
guidelines as well as related processes and standard operating procedures to recover the
monetary loss, if any, caused due to cyber breaches for indemnifying the affected parties.
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Moreover, in the interest of subscriber nodal office may also undertake suitable action
against the guilty persons, apart from recovery of the amount involved.

REFERENCES

This advisory is in addition to the Cybersecurity and other related guidelines issued by
MHA/MEITY and Cert-In and in no way reduces the liability of the officer for any omission
or commission in the discharge of their duties. Therefore, the following may additionally be
referred to for detailed guidance on the matter.

(i). Information Security Best Practices (by Ministry of Home Affairs)-
https:/ /www.mha.gov.in/sites/ default/files/ Documents_InformationSecurity 25062019.p
df.

(ii). Information Technology (Reasonable security practices and procedures and sensitive
personal data or information) Rules, 2011-
https:/ /www.meity.gov.in/ writereaddata/files/GSR313E_10511%281%29 0.pdf.

(iii). Guidelines on Information Security Practices for Government Entities-Issued by Indian
Computer Emergency Response Team (CERT-In) Ministry of Electronics and Information
Technology Government of India-
https:/ /www.meity.gov.in/ writereaddata/files/ Guidelines % 200n % 20Information % 20Secur
ity % 20Practices % 20for % 20Government % 20Entities.pdf
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